WH®OPMALIMOHHAS TIAMSATKA
JUISI OBYYAIOIIUXCS 1J151 PASMEIIEHUS
HA O®PUIUAJIBLHBIX UTHTEPHET-PECYPCAX

C KaXXJIbIM T'OJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHLCS OOJIBIIE, a MIKOJIbHUKH
OJIHU M3 CaMbIX aKTHBHBIX IOJIb30BaTeacii PyHera. Mexay TeM, IOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTCH, MHTEPHET HeCceT M MpoOjeMbl. DTa MaMsATKa JOJDKHA
IIOMOYb TeO€e O€30IMacHO HaXOQUTHCS B CETH.

Komnbrorepabie BUpPYCbhI

KoMnbroTepHBIA BHPYC - 3TO Pa3sHOBUIAHOCTH KOMIIBIOTEPHBIX IPOTPAMM,
OTIIMYUTENIbHOW OCOOEHHOCTBIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTh K pa3MHOXKEHUI0. B
JOTIOJIHEHUE K 3TOMY, BHPYCHl MOTYT IOBPEIHUTHh WJIM NOJHOCTHIO YHUUYTOXHUThH BCE
Gdaiinpl W JaHHbBIE, MOJAKOHTPOJBHBIE IMOJIB30BATENI0, OT MMEHH KOTOpOro OblLia
3alylleHa 3apakKeHHas MpOrpaMma, a TaKXke IOBPEIUTh WIH JaXKE YHUYTOXKUTH
OIEpallMOHHYI0 CUCTEMY CO BceMH (ailaMu B 11€I0M. B OOJIBIIMHCTBE Cily4acB
PacCIpOCTPAHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

METO)II)I 3aIlMTBI OT BPE€AOHOCHBIX IIPpOrpamMm:

1. Micnonb3yii COBpEMEHHbIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHD
3aIUTHI OT BPEAOHOCHBIX ITPOrPaMM;

2. IlocrostHHO ycTaHaBiIMBail madtu (LU(POBBIEC 3aIUIATKH, KOTOPbIE aBTOMATUYECKU
YCTaHABIMBAIOTCA C II€JbI0 JOPAOOTKM TPOrpaMMBbl) U JPYrue OOHOBJICHHS CBOEH
OlepalroHHON cucTteMbl. CkaunBail UX TOJBKO C O(ULMAIBLHOIO caiiTa pazpaboTuymka
OC. Ecnu cyiecTByeT pesKuM aBTOMAaTHUYECKOTr0 OOHOBIIEHUS, BKIKOUH €T0;

3. PaboTail Ha cBOeM KOMIIBIOTEpE MOJ1 IPaBaMHU I0JIb30BATENS, @ HE aJIMUHUCTPATOPA.
OTO0 HE MO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOTPaMM HMHCTAJTIUPOBATHCS Ha
TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. cnonb3yll aHTUBUPYCHBIE POrPAMMHBIE NMPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH,
C aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb HU3UIECKUHN JOCTYI K KOMITBIOTEPY IS IOCTOPOHHUX JIUIL;

6. Mcrionp3yil BHENTHUE HOCUTEIN MH(POPMAIINH, TaKUe Kak (IemiKka, TUCK win (hani
M3 UHTEPHETA, TOJIBKO W3 MMPOBEPEHHBIX HCTOYHHUKOB,

7. He oTkpbIBaii KOMIBIOTEPHBIE (aiiiibl, MOJTYYEHHBIE U3 HEHAJEKHBIX HUCTOYHHKOB.
Jaxxe Te ¢aiiibl, KOTOpble MNpuUcIan TBOM 3HAKOMbIA. Jlydlle yTOYHM Yy HeEro,
OTTIPABIISII JIU OH TeOE UX.



Cern WI-FI

Wi-Fi - 3T0 He BUI mepenaud JaHHBIX, HE TEXHOJIOTHS, a BCETrO JIMIIL OpeH,
Mapka. Eme B 1991 romy HuuaepiaHickash KOMIAHUS 3aperucTpUpoBajia OpeH.I
"WECA", uyto o0o3nauano cinoBocoueranue "Wireless Fidelity", xoTopblii
NEPEeBOUTCS Kak "0ecpoBOIHAs TOYHOCTD' .

Jlo Hamero BpeMeHH Joluia apyras abOpeBuaTypa, KoTopast sIBJISI€TCS TaKOM ke
TexHosoruen. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
cTaHJapT Bbicuied 3BykoBou TexHuku Hi-Fi, uTo B mepeBojie o3HayaeT "BbICOKas
TOYHOCTB".

Jla, OecruiaTHBI WHTEPHET-IOCTYN B Kade, OTeIsIX U a’ponopTax sBISETCS
OTJIMYHON BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE SKCIEepPThl CUYUTAIOT, UTO
obmenocrynusie Wi-Fi cetu He sBisitoTcst 0€30MacHBIMH.

CoBeTbI 110 0€30MaCHOCTH PAdOTHI B 001Ie0CTYNMHBbIX ceTsax Wi-fi:

1. He nmepenaBaii cBoro JnuHyro uHpopManuio uepes oduienoctynHeie Wi-Fi cetu.
PaGotas B HHMX, KeIaTeIbHO HE BBOJWTH IApOJIM JOCTYIA, JIOTMHBI W KaKHE-TO
HOMeEpa;

2. Ucnonb3yii 1 0OHOBISH aHTUBUPYCHBIE TPOrpaMMbI 1 OpaHaMayep. TeM caMbIM Thl
o0e3onacuilb ceds OT 3aKaYKy BUpYca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkmtoun ¢yskiuto "OOmmii noctyn k ¢ailnam u
npuHTepam". JlaHHas ¢yHKOMS 3aKpbiTa 10 YMOJIYAaHHUIO, OJHAKO HEKOTOpPbIE
M0JIb30BATENIM aKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOIb30BaHUsI B paboTe 1 yuebe;

4. He ucnonb3yit nyonnunsii WI-FI 15 nepenauv JTUYHBIX AaHHBIX, HAIPUMEDP IS
BBIX0/Ia B COLIMAJIBHBIE CETH WM B JIIEKTPOHHYIO MIOYTY;

5. Ucnonp3yit Tonpko 3amuuieHHoe coequnenne yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOU UMeHHO "https://";

6. B wmoOwmeHOM Tenedone ortkmoun  QyHkmuio "Tlomkmrouenune k- Wi-Fi
aproMarnuecku". He pomyckail aBTOMaTH4e€CKOTO MOAKIIOUEHUSI YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cormnacusl.

ConmnajgbHbie ceTn

ConmanbHbIe CETH aKTUBHO BXOJAT B HAIly JKM3Hb, MHOTHE JIFOJIU pabOTAIOT U
’KUBYT TaM IIOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MUJUIHAP] YEIOBEK, UTO
SIBISIETCS OJHOM CEeIbMOM BCEX JKHUTelel IulaHeThl. MHOTrHe IIOJIb30BaTelId HE
MMOHUMAIOT, YTO MH(POPMAIIUS, pa3MeIIeHHAas UMU B COIMAIIBHBIX CETSIX, MOXKET OBITh



Haﬁz[eHa N HCIIOJIb30BaHa KCEM YIroJHO, B TOM YHCJIC HC 00s3aTesIbHO ¢ OJlarumu
HaMCPCHUAMM.

OcHoBHbBIE COBEThI 10 0€30IACHOCTH B COIMHMAJIbHBIX CETHAX:

1. Orpanuup crnucok apy3eil. Y Teb0s B Apy3bsX HE JOJDKHO OBITh CIly4allHbIX U
HE3HAKOMBIX JIIOJICH

2. 3amuuiail cBOI YacTHYIO *kUu3Hb. He ykasbiBail maposu, TenedoHsl, aapeca, AaTy
TBOETO POXJIEHUS M JPYTyI0 JUYHYI0 HUHGOpMAIUIO. 3JI0yMBIIUIIEHHUKH MOTYT
UCIIOJIb30BaTh Jaxe WHGOpPMAIMI0 O TOM, KaK Thl U TBOM POAMUTENU IJIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3amuuaii CBOIO pPemyTaluio - IEPKU €€ B YUCTOTE U 3aJaBail ce0e BOMpOC: XOTeN
OBbI ThI, YTOOBI JPYTHE MOJIB30BATEIN BUICIIH, YTO ThI 3arpyskaeib? [logymaii, mpexae
YeM UTO-TO OMYyOJMKOBATh, HAMIUCATh U 3arPy3UTh;

4. Ecni Thl TOBOPUIIB C JIFOJBMH, KOTOPBIX HE 3HACHIb, HE UCIOJB3YH CBOE PEAIBHOE
UM U APYTYIO JIMYHYI0 UHGOPMALMHM: WUMS, MECTO >KUTEIhCTBA, MECTO y4eObl U
npouee;

5. N36erait pa3menienus ¢potorpaduii B UHTepHETE, T1IE THI N300pakeH HA MECTHOCTH,
0 KOTOPOM MOYKHO OIPEACIIUTh TBOE MECTOMOI0KEHHE;

6. Ilpu peructpanuu B COLMAIBHON CETH HEOOXOJIUMO HCIOJIb30BATh CIIOKHBIC
MapoJIv, COCTOSIIUE U3 OYKB U ITU(DP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Anst counanbHOM CETH, IOUTHI U IPYTUX CAUTOB HEOOXOJUMO UCIOIL30BaTh Pa3HbIC
naposu. Torga ecau Te0s1 B3JIOMAIOT, TO 3J0YMBIIIIEHHUKH TIOJTyYaT JOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEHbI'H

DNEKTPOHHBIE JEHBIH - 3TO OYEeHb YJNOOHBIA CMOCOO TIUIaTeX ek, OJIHAKO
CYyLIECTBYIOT MOLLIEHHUKHU, KOTOPBIE XOTAT MOJIYUYUTh 3TU JEHBIH.

QHGKTpOHHBIC JCHBI'N ITOABHJIMCH COBCEM HEIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'HX I'OCyaapCTBax A0 CHUX IIOp HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun ke oHn (pyHKITMOHHPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TNIe UX
pa3AensaoT Ha HECKOJIBKO BUJOB - AHOHMMHBIE U HE aHOHUMHBIE. Pa3Hu1la B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcss MPOBOAUTH omepanuu 0e3
UJCHTU(GUKAIIMN TI0JIb30BATENsl, a B HEAHOHUMHBIX HJICHTU(PDUKAIUS TOIH30BATEIS
ABIIIETCS 00513aTENBLHOM.



Takxke cienyer pasnauyarb JJEKTPOHHbIE  (pUATHBIE JEHBIM  (PaBHBI
rOCyJJapCTBEHHBIM BaJIOTaM) U OJJIEKTPOHHbIE He(dUATHBIE JEHbIU (HE pPaBHBI
roCyJIapCTBEHHBIM BaJIIOTAM).

OcHoOBHBIE COBETHI 0 0€e30NACHOI padoTe ¢ JIEKTPOHHBIMHU IeHbI'AMU:

1. ITpuBsikU K cueTy MOOUIIBHBIN TenedoH. DTO caMblil yAOOHBII U OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JOCTYyN K cuery. [IpuBsi3aHHbIl TenedoH NMOMOXKET, eciu 3alyaellb
CBOM IUIATEXKHBIN I1apOJIb WIM 3aiACIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yil ogHopaszoBbie naposu. [locie nepexosia Ha YCUJIEHHYIO aBTOPU3ALIHIO
Tebe yke He OyJIeT yrpoKaTh OMaCHOCTh KPAKU WJIU TIEPEeXBaTa MIaTeKHOTO IMapoJIs;

3. Boibepu cnoxusiii mapoinb. [Ipectynmuukam OyneT HE MPOCTO YraaaTh CIOKHBIM
napoJsib. HazmexHple maponu - 370 maposiv, KOTOPbIE CONEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B €051 CTPOYHBIE U NMPONUCHBIE OYKBBI, HIU(PPBI U HECKOJIBKO CHUMBOJIOB,
TaKue Kak 3HaK Joiapa, pyHTa, BOCKIMIATeNbHbIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOU JINYHBIE JAaHHBIE HA CaliTax, KOTOPBIM HE I0BEPSICIIIb.
JJIeKTPOHHAS MOYTA

DJIEKTPOHHAsl TMOYTa - ATO TEXHOJIOTHS M MPEAOCTaBIsieMble €10 YCIyTH IO
MEePEChUIKEe U TMOJYYEHHUIO JJICKTPOHHBIX COOOIICHUHN, KOTOPBIE PACIPEACISIOTCS B
KOMIBIOTEPHOU ceTU. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIUT CIIETYOMIUM
oOpa3oM: uMs TOJIb30BaTENA(@UMsI_JIoMeHa. Takke KpoMe TMepeaadyd MpoCcToro
TEKCTa, UMEETCS BO3MOKHOCTD TIepe1aBaTh (haiibl.

OcHoBHBIE COBeTHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHON MOYTOM:

1. Hago BbIOpaTh MNpaBUJIBHBIM MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp O€CIJIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JOBEPATH TEM, KOI'O 3HACLIb
Y KTO NIEPBBIA B PEUTHUHTIE;

2. He yka3piBaii B TUYHOM mo4uTe JuuHyto nHbopmaruio. Hanpumep, ydiie BEIOpaTh
"My3bIKaIbHbIN (haHaT@" win "pok2013" BmMecTo "Temal3";

3. Hcnonp3yil ABYXA3TalHyI0 aBTOPHU3AIMI0. DTO KOIJa MOMHUMO TMapoJisi HYXKHO
BBOJUTH KOJ, IPUCHLIaeMbli 10 SMS;

4. BpiOepu CIOXKHBINA Maponb. JJIS KaXJI0Tro MOYTOBOTO SIIWKA JOJDKCH OBITH CBOM
HAJICKHbIM, YCTOWYHUBBINA K B3JIOMY T1apOJIb;

5. Eciim ecTh BO3MOKHOCTH HAIMCATh CAMOMY CBOW JIMYHBIMA BONPOC, UCIOJIB3YH ATy
BO3MOKHOCTB;



6. Mcnonb3yil HECKOJBKO IMOYTOBBIX SAIMIMKOB. IIepBBIM Uil 4aCTHOM NEPENMMUCKHU C
aapecataMy, KOTOPbIM Tbhl JOBEpSi€lIb. OJTO JJEKTPOHHBIA aapec HE HaAo
MCIOJIb30BaTh IPU PETUCTPALIMU Ha OpyMax U caiTax;

7. He oTkpsiBaii (ailyibl U Apyrye BJIOXKEHUS B MHUChbMaXx, JIaKe €CJIM OHU MPUIIIU OT
TBOMX Apy3ei. Jlydille yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (Haiiibl;

8. Ilocne oxoHuaHusi pabOTHl HA TOUYTOBOM CEPBUCE MEpE] 3aKPHITUEM BKJIAIKU C
caiToMm He 3a0y/ib Ha)KaTh Ha "BeriiTu".

Ku0epOyajmHr uim BUPTyajJbHOE U3/1€BATEILCTBO

KubepOynnuar - mpecnegoBaHue COOOIMICHUSIMH, COACPKAITUMHU OCKOPOICHUS,
arpeccHio, 3amyruBaHHe; XYJWUTaHCTBO; COIMAIbHOE OONMKOTUPOBAHHE C IMOMOIUIBIO
Pa3TUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pbOE ¢ KNOEePOYIJIMHIOM:

1. He Gpocatics B 60#. Jlyumuii cmoco6: mocoBeTOBAaThCS Kak ceOst BECTU M, €CJIH HET
TOTO, K KOMYy MOXXHO OOpaTHUTHCS, TO BHAYaJe YCMOKOWTHCS. Ecimm Thl HayHENIH
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJEHHUs, TO TOJIbKO e€lle OOJblIe pa30XkiKelllb
KOH(JIMKT;

2. YupaBnsii cBoed kubeppemyTaiuei;

3. AHOHMMHOCTH B ceTu MHHMas. CylIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOHUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIMIaHCKUU 00pa3 BUPTyajdbHOU *ku3HH. HTEpHET ukcupyer
BCE TBOM JICHCTBUS U COXpAHSET UX. Y JAIUTh X OyJIeT KpailHe 3aTpyAHUTEIHHO;

5. Cobmroaail cBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuuuunblii HeratuB. OJIHOPa30BbIE€ OCKOPOUTENIbHBIE COOOIICHUS
JydIie UrHopupoBath. OOBIUHO arpeccus MpeKpaniaeTcs Ha HauaabHOM CTaIuu;

7. ban arpeccopa. B mnporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH,
COIIMANIBHBIX CETSAX €CTh BO3MOXHOCTh OJOKHUPOBKH OTIPABKU COOOIICHUIA
OTIpE/ICTICHHBIX aJIPECOB;

8. Eciam 1Bl cBuuerens kuOepOyJuiMHra. TBOWM JEHCTBUSA: BBICTYIUTH MPOTHUB
npecieoBaTensi, IoKa3aTb €My, 4YTO €ro JEHCTBUSA OLIEHMBAIOTCA HEraTHBHO,
NoJAJiepKaTh KEPTBY, KOTOPOW HYy)KHA IICHXOJIOTMYECKas IOMOIlb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEJACHUS B CETH.



MooOuibHbIH TeTedoH

CoBpeMmeHHbIE cCMapT(OHBI U TUIAHIIETHI COJIEPkKAT B ceOE BIOJHE B3POCIHBIM
(GyHKIIMOHANA, MW Telmepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMmmbloTepamMu. OJHAKO, CPEACTB 3allUTHI JJIS MOJOOHBIX YCTPOWCTB IMOKa OYEHb
Masio. TecTupoBaHuEe M MOUCK YS3BUMOCTEH B HUX MPOUCXOIUT HE TaK UMHTEHCUBHO,
kak juist [1K, To e camoe kacaeTcs 1 MOOUITbHBIX TPUIIOKEHUIM.

CoBpemMeHHBIE MOOWIIbHBIC Opay3ephl y)Ke MPaKTUYECKH JOTHATN HACTOIHHBIC
aHaJIOTH, OJJHAKO paciiupeHre GyHKIIMOHAIA BICYET 32 CO00M OOJIBIIYIO CIOKHOCTh U
MEHBIITYI0 3aIUIIEHHOCTD.

Jlaneko He BCe MPOU3BOJUTEIN BBIMYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOLIUE
KPUTUYECKUE YA3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIC COBETBI JIIA 0e3011aCHOCTH MOOMJIBHOTO TCJIC(i)OHaI

Huuero He sBIsSETCS MO-HACTOsIIIEMY OecCIIaTHBIM. Byab OCTOpOKEH, Belb
Korja Tebe mpejyiararoT OecIylaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKUE-TO
IJIATHBIE YCIIYTH;

Hymaii, npexie ueM otrnpaButb SMS, ¢poto win Buaeo. Tol TOUHO 3HAELIb, Ie
OHHU OyJyT B KOHEYHOM UTOTEe?

Heo6xoammo 0OHOBIISITH ONIEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Hcnonb3yii aHTHBUPYCHBIE TIPOTPAMMBI JJIsI MOOMITEHBIX TelIe()OHOB;

He 3arpykail NpuIO)KeHHsS OT HEHU3BECTHOI'O HCTOYHHMKA, BEIb OHHU MOTYT
COJIEpKaTh BPEIOHOCHOE ITPOTrPAMMHOE 00ECTICUeHUE;

[Tocie Toro kak Tkl BBIAJEIIL C CaiiTa, TJI€ BBOJAWI JUYHYIO HH(OpMAIIUIO,
3aiiIM B HACTPOMKM Opay3epa U yaainu cookies;

[leprognyeckn mpoBepsi, KaKWe IUIATHBIE YCIYTH AKTUBUPOBAHBI HAa TBOEM
HOMEDE;

JlaBaii cBOi HOMEp MOOMIIBHOTO Telle(hoHa TOIBKO JIFOSM, KOTOPBIX Thl 3HACIIIH
1 KOMY JIOBEpSICIIb;

Bluetooth nomxen ObITh BBIKIIIOUYEH, KOT/Ia Thl UM HE noJib3yelibes. He 3a0biBaii
WHOTIa IPOBEPATH 3TO.



Online urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIINE PA3BIICUCHHUS,
OOBEAUHSIONINE COTHU ThICSIY YEJIOBEK M0 BceMy MuUpy. Mrpoku ucciaeayroT HaHHbIN
UM MHp, OOIIAIOTCS IPYT C IPYTrOM, BBINIOJIHSAIOT 3a/IaHUsl, CPAXKAIOTCSI C MOHCTpaMu U
MOJIy4alOT OMNbIT. 3a YJOBOJBCTBHUE OHM IUIATAT: MOKYIAKOT JHUCK, OIUIAYMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHE-TO OMLINH.

Bce 3Tu cpencrtBa uayT Ha MOJJIEPKAHUE U PA3BUTHE UTPHI, a4 TAKKE HA caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CHUCTEMBbI aBTOPHU3ALMH, BBITYCKAIOTCS HOBBIC
naTyu (Mu@poBbIe 3aIIATKU JUIsl MPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX UTpax CTOUT OMacaTthCsi HE CTOJBKO CBOUX COIMEPHUKOB, CKOJIBKO
KpaXl TBOETO MapoJjisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOpHU3AIMU OOJBIITMHCTBA
Urp.

OcHOBHBIE COBETHI 10 0€30aCHOCTH TBOETO HUI'POBOI'0 aKKAYyHTaA:

1. Ecium gpyrodt urpok BefeT ceOs IUJIOXO WM co3faeT TeOe HEeNMpPUSTHOCTH,
3a0JIOKUPYH €r0 B CIIHCKE UTPOKOB;

2. Tloxanyiica aJIMUHUCTPATOPAM WIPbl HA IUIOXOE€ MOBEJICHUE ITOTO HUIPOKA,
KeIaTeIbHO MPUIOKUTh KAKUE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muunyro uHGOpMaIio B podaiiie urpsl;
4. YBaxall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(puImaabHbIE TTATYH U MOJIBI,

6. Mcrionbp3yil CJ10°KHBIE U Pa3HbIE APOJIH;

7. Jaxe BO BpeMs UIPBI HE CTOWUT OTKIIOYATh aHTUBHpPYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WA KpaiKa JUIHbIX JaHHBbIX

OO0bIYHOI Kpaxel JeHer U JOKYMEHTOB CErO/IHsl YK€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHUEM HHTEPHET-TEXHOJOTUM 3JI0YMBIIUIEHHUKHU IEPEMECTUINCH B UHTEPHET, U
MPOJIOIKAIOT 3aHUMATHCS " TFOOMMBIM" JICIIOM.

Taxk mnosBWIach HOBasi yrposa: HWHTEPHET-MOIICHHUYECTBA WM (DUIIWHT,
rJIaBHAs 11€JIb KOTOPOTO COCTOUT B TIONYYCHHH KOH(PUIACHIIMAIBHBIX JTAHHBIX
MOJIb30BATENICH - TOTUHOB U mapoiierd. Ha anrmmiickom si3pike phishing untaercs kak
¢umHr (ot fishing - peiOHast noBs, password - maposb).

OcHOBHBIE COBETHI 110 00pb0E € HUITUHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Eciv Thl mojgo3peBaellb, YTO TBOSI aHKETa OblLia
B3JI0MaHa, TO He0OXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aAMUHUCTPATOPAM pecypca
00 3TOM KaK MOHO CKOPEE;

2. HWcnonw3yhh Oe3omacHble BeO-CaiiThl, B TOM YHCJIe, HUHTEPHET-Mara3uHoB U
MMOMCKOBBIX CUCTEM;

3. Ucnonb3yil crnoxkHbIe U pa3Hbie maposin. TakuM oOpa3om, eciid Te€0si B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH MOJIYy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY HpO(HIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebsi B3jOMaM, TO HEOOXOAUMO MPEAYNPETUuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBI€ 100aBJIeHbl Y T€Os B JAPY3bSAX, O TOM, 4TO T€Os B3JIOMAJId U, BO3MOXHO, OT
TBOETO UMEHHU OYy/IeT PacChUIAThCS CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu HajaexHbid napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUE Mapoiisi B Opaysepe;

7. He oTkpwiBail ¢aiiisl U Apyrue BIOXKEHUS B MUChbMaX, JaXKe €CIM OHHM TPHIILIN OT
TBOUX Jipy3ei. Jlydllle yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (haiisibl.

MudpoBas penyranmus

[Mudposas pemyTarus - ’To HETaTUBHAS WIHM TIO3UTUBHAS HH(POPMAIIHS B CETH O
tebe. Kommpomerupyromas wuHpOpManus, pa3MenieHHas B WHTEPHETE, MOXKET
CEphE3HBIM 00Pa30M OTPA3HUTHCS HA TBOEH peanbHOM xu3HU. "[{udposas penyramus" -
9TO TBOM UMUK, KOTOPBIA (popmupyercs u3 uHGopMaluu o Tebe B UHTEpHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH
XapakKTepa U pacckasbl 0 OJU3KHX - BCE ITO HAKAIUIMBASTCS B CETH.

MHorre TOAPOCTKHA JIETKOMBICICHHO OTHOCATCS K MyONHKalluyd JIMYHOMN
undopmaruu B VHTEepHeTe, HE MOHWMAas BO3MOXKHBIX TOCIEIACTBUN. ThI maxke He
CMOXeIIb J0rafatbCs O TOM, uTo (oTorpadus, pa3MmelleHHas 5 JeT Ha3zal, crajia
NPUYMHOMN OTKa3a MPUHATH T€Os Ha paloTy.

KomMeHTapuu, pazmenienue TBoux Qororpaduili 1 Apyrue IelcTBUS MOTYT He
VCYE3HYTh AK€ IMOCJE TOTO, KaK Thl UX YJAJIWIIb. Thl HE 3HACHIb, KTO COXPAHWII ATy
uH(popManuIo, momnajia JId OHA B IOWCKOBBIE CHCTEMbl M COXpPAHWJIACh JU OHA, a
IJIaBHOE: YTO MOJYMAIOT O TeOe OKPY’KaIoIIKE JIOAU, KOTOPble HAUAYT U YBUASAT 3TO.
Haiitu wuH@OpManuio MHOro JeT CIyCTS CMOXeT 00 - Kak U3 J00phIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM MPUIUHUTD BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOH permyTaluu:



1. IMogymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U IepenaBaTh y ceOst B OJore miu B
COIIMAJIBHOM CETH;

2. B Hactpoiikax npoduiis yCTaHOBU OIPAaHMYEHHUSI HA MPOCMOTP TBOETO MpOopuiIs u
€ro COJIEP>KMUMOro, clIejail ero ToJabKo "mis apy3eu';

3. He pasmemaii u He yka3piBaili HMHQOpPMALHIO, KOTOpas MOXKET KOro-amdo
OCKOPOJISTH WIIH OOMXKATh.

ABTOpPCKOE NPaBo

CoBpeMeHHBIC  IIKOJbHUKH -  aKTUBHBIE  IIOJIB30BATENH  MHU(PPOBOTO
npoctpancTBa. OIHAKO [ajJeko HE BCE 3HAOT, YTO IOJH30BAHHE MHOTUMU
BO3MOKHOCTSIMU MU(PPOBOTO MUpa TpeOyeT COOIOACHHS MTPaB HA WHTEIUICKTYJIbHYIO
COOCTBEHHOCTb.

TepmuH "WHTEIEKTyalbHass COOCTBEHHOCTh"' OTHOCHUTCS K Pa3IMYHBIM
TBOPCHUSM YEJIOBEYECKOTO yMa, HayWHAs C HOBBIX H300pEeTEHUH U 3HAKOB,
0003HaYaIOMUX COOCTBEHHOCTh HA TMPOAYKTHI M YCIyTH, W 3aKaHUYWBas KHHUTaAMH,
dboTorpadusmMu, KHHODUIEMaMH 1 My3bIKAIBHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE mpaBa - 3TO IpaBa Ha HWHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJCHUSI HAyKH, JIUTEPATYpbl U HMCKycCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B
Ka4yeCTBE TapaHTUU TOTO, YTO MHTEJUIEKTYaIbHBIN/TBOPUYECKUI TPyl aBTOpa HE OyIeT
HaIpacHbIM, JacT €My CIpPaBEJIMBBIE BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTax
CBOEr0 TPYy/a, MOJIYYUTh U3BECTHOCTh W Npu3HaHue. Hukro 06e3 paspemeHus aBTopa
HE MOXET BOCHPOM3BOAUTH €ro IMPOU3BEACHHUE, PACHPOCTPAHATH, ITyOJIUYHO
JE€MOHCTPUPOBATh, IMpOJaBaTh, HMIIOPTHPOBATh, IIyCKaThb B MPOKaT, ITyOJUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIOJIHATE B AUpEe WK pa3MeniaTts B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOro 00ecrneuyeHust MOKET NPUBECTH K
MHOTMM PHUCKaM: OT MOTEPH JAaHHBIX K TBOUM aKKayHTaM /10 OJIOKHPOBKHU TBOETO
YCTpOICTBa, TJIe yCTaHOBJIEHA HeJeraibHas mporpamMMa. He crout Taxke 3a0bIBath,
YTO CYIIECTBYIOT JIeTajbHble M O€CIUIaTHbIE MPOrpPaMMbl, KOTOPHIE MOKHO HaWTH B
CETH.

O nopraJe

CereBHuOK.pd - TBOW IIaBHBIM COBETYMK B CETHU. 3J€Ch Thl MOXKEIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JOCTYIHBIM SI3bIKOM, a MpPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyalluu OOpaTUThCS 3a COBETOM. A TakKe MNPUHATh y4acTHE B
KOHKYpCaxX M CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



